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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 15 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	List and explain the different types of Security attacks.
	L1
	CO1
	[8M]

	
	b)
	Discuss the various types of security services.
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain the DES algorithm.
	L6
	CO2
	[8M]

	
	b)
	Describe a conventional encryption principles. 
	L1
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain the operation PGP message generation and message reception.
	L2
	CO3
	[8M]

	
	b)
	List and describe the credentials of the various information security certifications.
	L1
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Draw and explain the IP security Architecture.
	L2
	CO4
	[8M]

	
	b)
	Explain about encapsulating security payload.
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Explain secure socket layer
	L6
	CO5
	[8M]

	
	b)
	Write the various virus counter measures.
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Discuss about trusted systems.
	L1
	CO6
	[8M]

	
	b)
	Explain the various types of IDS.
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Discuss the legal and ethical issues associated with the information security.
	L3
	CO1
	[5M]

	
	b)
	Explain about cipher block modes of operation.
	L2
	CO2
	[5M]

	
	c)
	Explain about DIFFIE HELL MAN algorithm.
	L2
	CO3
	[5M]

	
	
	
	
	
	

	8.
	a)
	Explain about key management.
	L2
	CO4
	[5M]

	
	b)
	Explain Secure Electronic Transaction Protocol.
	L2
	CO5
	[5M]

	
	c)
	What are the various firewall?
	L1
	CO6
	[5M]
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